WORKSHOP SESSIONS

CHAPTER 5

2. RISK ANALYSIS
> CHAPTER 1.2 OF THE NEW PROTECTION MANUAL
ASSESSING RISK: THREATS, VULNERABILITIES AND CAPACITIES

LEARNING OBJECTIVES
>> Define the concepts of threat, vulnerability and capacity.
>> Conduct a risk analysis.
>> Take ownership of the concept of risk.

KEY MESSAGES
>> Risk is a dynamic concept, which varies over time and should be assessed periodically.
>> Risk is a subjective concept that is always dependent on the context, capacities and vulnerabilities of the individual defender and organisation. Perception and tolerance of risk may also
vary from person to person and from organisation to organisation.
>> Risk is directly proportional to threat. In principle, if there is no threat, there is no risk (yet it is
important to get ready in case threats should arise).

THE SESSION
CHALLENGES THAT MAY ARISE DURING THE SESSION :
→→ Participants sometimes find it hard to distinguish between threats and risks.
→→ Participants sometimes confuse elements of the context with vulnerabilities.
→→ English speaking participants sometimes request a differentiation between the concepts of safety and
security. Safety can be defined as protection against accidental events; security is protection against
intentional damage .
→→ Take into account the specific protection needs that women HRDs may have (in terms of threats, vulne-
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rabilities and capacities, incidents, etc.).
→→ Take into account the particularities of any other relevant social category when assessing risk (for example, indigenous populations, LGBTI defenders, disabled defenders, etc.).
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Acc. time

5´

Activity

Tool / method / materials

Introduction:

Have the points ready on a
flipchart or PowerPoint slide

• Objectives and structure of the session;
15’

20’

20’

40’

Define threat / vulnerability / capacity / risk (risk
equation and risk scale). Oral presentation or projection of the video clip about risk analysis. Write
down the definitions on flipchart and leave them
visible.

Laptop/projector/ext. speakers for video clip about risk
analysis

Get to know the concepts of risk, threat, vulnerability and capacity.

Flipcharts

• Learning activity 1: Picture risks, threats, vulnerabilities and capacities

CHAPTER 5

Time
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THE SESSION STEP BY STEP :

Risk equation and/or scale
drawn on flipchart

Cards
Marker pens
Risk analysis illustration

75´

115’

Applying the concepts:
• Explanation of the exercise: Apply the risk analysis to your own organisation/community.
• Learning activity 2: List threats, vulnerabilities
and capacities

Chart 3: Information needed
to assess a group’s vulnerabilities and capacities” (NPM, pp.
32-35)

• Learning activity 3: Joint risk assessment
10´

125’

Conclusion
TIME KEEPING: CALCULATE 180´ (3 HOURS),
INCLUDING A 20´ BREAK

LEARNING ACTIVITIES
DEFINE THREAT / VULNERABILITY / CAPACITY / RISK
Based on the flipchart showing the risk equation (or scale), define risk, threat, capacity and vulnerability. Depending on the levels of understanding shown by your participants, you can choose either to present them with the
definitions as provided in the manual or let the group brainstorm and to arrive jointly at the definitions. If you
choose the latter option, be sure to draw out the following key issues that are central to their definition:
→→ Risk: a possible event, which may or may not occur, and which will result in harm or damage if it occurs.
→→ Threat: a declaration or indication of intention to inflict harm or damage.
→→ Capacity: strengths or resources that improve security.

damage.
Alternatively you may choose to show the video explaining the risk equation using a laptop, speakers and projector. At the end of the video, let participants restate the key characteristics of each concept to ensure comprehension.
Once participants have no further questions, proceed to illustrate the concepts.

62

FACILITATOR’S GUIDE

→→ Vulnerability: any factor which makes it more likely for harm to materialise or that results in greater
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→→ Understanding risks is central to successful security management. Therefore this session is at the heart
of the entire workshop and it is essential that participants should internalise the concepts before taking
the subsequent sessions.
→→ Explain that risk needs to be unpacked. Otherwise, it can be perceived as too overwhelming a danger by
some HRDs. When risk is unpacked, participants realise it is made up of many elements which they can
work on separately to minimise risk.

UNDERSTANDING THE CONCEPTS OF RISK, THREAT, VULNERABILITY AND CAPACITY
DEPICTING RISK, THREAT, VULNERABILITY, AND CAPACITY
Choose which representation you feel most comfortable with and that is closest to your participants’ experience and contexts:

→→ ILLUSTRATION 1 :
Two children are in a small boat on a river, with an adult. The adult is much bigger than they are, and
he has a big wooden stick. While one of the two children has a life jacket and can swim, the other has
no life jacket, and cannot. The father of the children is watching from the bank of the river, in which
crocodiles are swimming.

Instructions: while you tell the story to the participants, daw the scene on a flipchart (or hang a big
printed version on the wall). Then ask the participants to identify the threats in the scene, and the vulnerabilities and capacities of the two children.

•

Threats: The adult, threatening to harm the children; the river; the crocodile might eat the children.

•

Risks: Of drowning; of being eaten by the crocodile; of being hit by the adult if they stay in the boat.

•

Vulnerabilities: No life-jacket; not knowing how to swim; insufficient physical strength to deter the
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man with the stick.
•

Capacities: Life jacket; knowing how to swim; the children´s father is watching (if he can take action).
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are and what their vulnerabilities and capacities would be. You can illustrate these in the following way:

THREAT

RISK

VULNERABILITY

CAPACITY

(RAIN)

(GETTING WET)

(SHORTS, NO COAT)

(BOOTS, UMBRELLA, COAT)

CHAPTER 5

Draw a threatening rain cloud on the flipchart. Ask participants what the risks resulting from this threat
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→→ ILLUSTRATION 2 :

→→ ILLUSTRATION 3 :
Copy the illustration below onto a flipchart and put it on the wall (or use a laptop and projector if
available). Start by asking the participants what they see in the drawing then to identify risks, threats,
vulnerabilities, and capacities (although they might have started to do so when answering the first ques-
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tion, in which case you do not need to ask the questions).
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•

Threats: The two people threatening to push the rock.

•

Risk: Being harmed or killed by the rock.

•

Vulnerabilities: Being alone; Not being aware that some people are threatening her;

•

Capacities: The people represent a community; they are less exposed to the risk than the woman, as
they are on the other side of the river, sheltered by the forest and able to see the rock; they could
warn the woman of the risk she is facing; the house is a capacity (it is possible to take shelter in it).

Go back to the risk formula (or scale) on the flipchart and show once more how the different components are interlinked: to reduce risk, HRDs need to reduce vulnerabilities deliberately, increase their
capacities and try to reduce the threat (better still if the threatening actor stops threatening). Emphasise that vulnerabilities and capacities are internal variables, which defenders can work on.

→→ The guide suggests you choose one of the three illustrations to further explain the components of risk.
Should you prefer to present two, you need to adapt the timetable of the session.
→→ Irrespective of the illustration you use, guide participants to identify risks, threats, vulnerabilities and
capacities by referring to the definition of these concepts you have developed earlier. Keep the illustrations and definitions pinned up for reference.
→→ Take into account that for the first and third cases, at least one of the principal threats is intentional.
That is to say, the person who poses a threat has the potential to think twice and withdraw it, while in
the second case rain is a natural hazard that you cannot “stop”.

APPLY THESE CONCEPTS
If all participants belong to the same organisation or network, you can employ the following learning activity. If
the participants come from different organisations and do not share experiences or knowledge, use the example
under the section “working with several groups”, below.

LIST THE THREATS, VULNERABILITIES AND CAPACITIES
Once they have understood the concepts of risk, threat, capacity and vulnerability, support participants in
applying them to their own situation.
If you have enough participants (at least 12), form three groups. Distribute yellow cards (vulnerabilities) to
the first group, blue cards (capacities) to the second group, and red cards (threats) to the third group (if you
do not have coloured cards, please ensure that either the letter “T”, “V”, or “C” is clearly written down in a
corner of the card, to identify to which category it belongs to). Ask participants to reflect on the work their
organisation does.
Each group will spend time working on each of the three concepts, rotating their activities as follows: first
round: 15 minutes; Second round: 10 minutes; Third round: 5 minutes. One person in each group acts as the
focal point and therefore does not change groups. The focal points are responsible for ensuring the group
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writes down their organisation’s vulnerabilities, capacities and threats on the cards. As a guide, you can
distribute – or project on a screen – Chart 3 (NPM, pp. 32-35).
For a group smaller than 12, all participants should work on the three concepts (vulnerabilities, capacities
and threats) at the same time (for about 30´ altogether).
Take into account that a brainstormed idea might be identified as a capacity, but might also be a vulnerability (or vice-versa), depending on the approach and on the context. For example, an organisation must travel
to a remote rural area and needs a car. Having a new four-wheel drive car may be a capacity because it will
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difficult to reach your destination on time, but be safer, as nothing is likely to happen to HRDs that would
not be witnessed by other passengers. Therefore, please ensure that the vulnerabilities and capacities
identified in the session include some level of detail (perhaps having two cards for the same factor – one as
a vulnerability and one as capacity, and explaining why it could be either).

RELATE THREATS TO VULNERABILITIES AND CAPABILITIES

CHAPTER 5

interested in taking “new” cars in the area. On the other hand, relying on public transport may make it more
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be safer in terms of reliability/safety, but it might be a vulnerability if common criminals or armed actors are

Take two minutes to place the cards where they belong on the risk equation or scale (which should be stuck
on the wall). Ask the participants to look at the risk equation/ scale and initiate a discussion. This should
help participants visualise the outcomes of the activity.
Then, ask the participants to choose the most concrete threats and to identify the vulnerabilities and capacities that are associated with them. If some vulnerabilities and capacities are related to more than one threat
(which is likely), use new cards to create several copies of the same vulnerabilities and capacities, naming
the risk associated with each one. You may wish to use the following table:

Activity

Tool / method / materials

Capacities

Risk

List one threat

List vulnerabilities
linked to this threat

List capacities
linked to this threat

Name the risk
associated to this threat

...

...

...

...

...

...

...

...

...

...

...

...

If there are confusions between risk and threat, go back to the illustration you chose at the beginning of
the session to help participants in their identification. Encourage debate between all the participants (15
minutes maximum).

WORKING WITH SEVERAL GROUPS
If you have a group of participants drawn from different organisations, with differing experiences and areas
of work, you may want to develop a generic exercise participants to practice applying the concepts. One
such exercise could be a case study, such as the following, which you should adapt as much as possible to
their context:
Two journalists are working in a country torn by civil conflict. One of them is seasoned professional, but the
other is quite young (although he has received training in security and protection). They are driving in a car
on a secondary road, in an area where military clashes have been reported. The car is not bullet proof. The
road surface is in very poor condition and liable to subsidence. There is no police or army presence along
the road. The two journalists have told their support network about their trip. They have close ties with
Reporters Without Borders and belong to an important national media concern. They are heading towards
order to reach the community, they have to go through a zone controlled by paramilitaries, which have links
with the Government. When they get to one of the several paramilitary checkpoints, one of the guards tells
them in a very ambiguous way: “alright, go ahead, but be careful”.
Then, follow the steps described above (i.e. List threats, vulnerabilities and capacities; and relate threats to
vulnerabilities and capacities).

66

FACILITATOR’S GUIDE

a community whose members have received death threats from both paramilitary and guerrilla groups. In
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→→ Adapt case studies to the context of your participants and prepare questions to stimulate discussion.
→→ If participants confuse elements of context with vulnerabilities, use concrete examples or images to
illustrate the difference. Stress also that vulnerabilities are internal to the organisation. If participants
confuse elements of context with vulnerabilities, ask the question: “Within such and such a context,
what are your vulnerabilities?”
→→ If participants find it hard to distinguish between threats and risks, use concrete examples or images to
illustrate the concepts. It is useful to remind participants of the definition of these concepts. Risk refers
to possible events, however uncertain, that may result in harm. A threat is the possibility that someone
will harm somebody else’s physical or moral integrity or property through purposeful and often violent
action. Thus a risk is the potential harm associated with a threat, given the organisation or community’s
vulnerabilities and capacities (hence the utility of the risk analysis).
→→ The difference between threats and vulnerabilities: a common mistake is identifying “poverty”, “lack of
funds” or “misinformation” as threats. It may be more practical to reformulate these as vulnerabilities,
i.e. “lack of access to funds” or “lack of access to basic livelihoods” or “lack of access to reliable information”. This is so because this way of wording these vulnerabilities provides a hint about how to transform
them into capacities. At the end of the day, risk analysis is a tool for designing a tailored security plan,
and we need entry points to begin its elaboration.
→→ Aggressions go beyond threat, in the sense that harm has already been done. There can be a risk of
becoming the target of aggression. The aggression itself might have been preceded by threats (e.g. “if
you don’t mind your own business, we will take care of you”), but the threat is different both from the
risk and the aggression.
→→ Participants might feel overwhelmed and ask what to do with the results of the risk analysis. They might
want to determine their risk level and come to an agreement about how to respond to it. Be aware,
though, that this might lead to endless discussions. Instead, tell them that risk management involves
acting in response to threats, vulnerabilities and capacities and that this will be addressed in a more
concrete way in subsequent chapters, especially 5.6, 5.7 and 5.8. The activities conducted in this session
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will then be used in future sessions. So you should keep the results of this session!
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→→ Risk varies depending on the level of threat, but also on one’s capacities and vulnerabilities;
→→ Risk can differ for different actors in the same situation due to different capacities and vulnerabilities (“All HRDs face risks but not all HRDs face the same risks”);
→→ Risk is dynamic and influenced by context – it needs to be re-evaluated periodically;

CHAPTER 5

In plenary you should work with the group to summarise the insights gained during the discussions.
Key elements to draw out are:
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CONCLUSION

→→ Threats are external variables that defenders have limited influence over, but the likelihood of
them materialising or having negative impacts on HRDs can be reduced by increasing capacities
and reducing vulnerabilities.

ADDITIONAL RESOURCES
>> Van Brabant. Op. Cit. Chapter 3.2. (pp. 22-38).
>> FLD. Op. Cit. Chapter 6.
>> Comité Cerezo Mexico et al. Op. Cit. Chapter 2. (pp. 31-35).
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>> Colectivo ANSUR. Op. Cit. (pp. 33-35).

